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Abstract

The deployment of complex safety-critical applivad
requires rigorous techniques and powerful toolk fmt the
development and V&V stages.

Model-based technologies are increasingly beingl use
develop safety-critical software, and arguablynihg to
them can bring significant benefits to such praegss
however, along with new challenges.

This paper presents the results of a researchcprefeere
we tried to extend current V&V methodologies tcapelied

on UML/SysML models and aiming at answering the
demands related to validation issues.

Two quite different but complementary approachesewe
investigated: (i) model checking and the (ii) ecticn of
robustness test-cases from the same models. Tivese t
approaches don't overlap and when combined proaide
wider reaching model/design validation ability tiegech one
alone thus offering improved safety assurance.

Results are very encouraging, even though thewgreiil
short of the desired outcome as shown for modelkirig
or still appear as not fully matured as shown dtrustness
test case extraction.

In the case of model checking, it was verified that
automatic model validation process can become fully
operational and even expanded in scope once todbv
help (inevitably) to improve the XMI standard
interoperability situation.

For the robustness test case extraction methodotbgy
early approach produced interesting results bud hether

systematisation and consolidation effort in ordeproduce
results in a more predictable fashion and redu@nce on

expert’s heuristics.

Finally, further improvements and innovation reskar
projects were immediately apparent for both ingestd
approaches, which point to either circumventingresur
limitations in XMl interoperability on one hand abdnging
test case specification onto the same graphicel &y the
models themselves and then attempting to autorhate t
generation of executable test cases from its standisiL
notation

1 INTRODUCTION

The presented R&D work was produced in the comteah
ESA sponsored ISVV "process validation" programmgisi
actual projects as subject-matter.

Model based techniques such as the semi-formal llingde
languages UML and SysML is a practice with incragsi
application both inside and outside the field détsecritical
systems and applications.

Its widespread utilisation, although mainly for thesign and
development stages, brings a new set of challeagds
demands of which, providing adequate validation
capabilities to the model itself and to its deriy@dducts
(software systems in this case) are only a felwesfit

So, at the same time, many works have been douosirigc
on the validation of the developed UML/SysML modéls
and on the extraction of tests from such modej3][2]

In the work here reported, two complementary abres
for the verification and validation of UML/SysML rdels
were followed. In the first, UML was combined witirmal

model checking [4] for the automatic validation thie

correctness of the (UML) models.

In the second approach, a methodology was devized f
identifying and defining robustness validation tesses
from the UML/SysML model. Such methodology is imegi

in other known techniques in safety-critical doreaguch as
Failure Mode and Effects Analysis (FMEA) [5] andeSk
Circuit Analysis (SCA) [6].

This paper describes our experience with both aphes
highlighting both capabilities and limitations, goesenting
a thorough analysis of possible future researclk wosuch
domains. It is our expectation to actively contigbto the
development of such promising technologies.

The remaining of this paper is organized as follows
Section2 presents an overview of the technologies
associated to the work here described, namely, Imode
checking, FMEA, and SCA. Section 3 details the
methodology and results from the automatic comioinaitf
UML and model checking while Section4 covers the
methodology for extraction of robustness teststi@eb
presents the conclusions of our work and, fin&lgction 6
presents our view and expectations for future viorihe
field.



2  OVERVIEW OF PROCESSES AND
TECHNOLOGIES

This section presents a summary description girieesses
and technologies related to the work presentdaspaper.

21 MODEL CHECKING

Model checking is an automatic technique for vargy
finite-state reactive systems, such as sequeniialitc
designs and communication protocols [4]. It ischibéue
intended to prove automatically that a (set of)ickag
property(iesP, holds of a system behavidsirabbreviated
S |=P. Logical properties are expressed in temporaklogi
and system behaviour as some sort of a finite stathine.
The model checker generates the entire state gpabe
finite state machine& and analyses wheth& holds for
every state. There exist model checking approashéash
apply different decision procedures.

System behaviour
description = “OK”
Model checker |==> [~
Error
Logical — +
Properties Counter example

Figure 1 - Model checking principle

Typically, the system behaviour is abstractly repnted by

a graph, where the nodes represent the systertés siad
the arcs represent possible transitions betweersties.
Because graphs alone are too weak to provide enesting
description, they are annotated with more specific
information. A common approach is to recur to Keipk
structures [4].

Temporal logic is a class of modal logic. It extend
propositional logic to incorporate time operatorshe sense
that formulas can evaluate to different truth valoeer time.
There are different types of temporal logic notetighat
correspond to different views of time (branching liveear,
discrete vs. continuous, past vs. future, real)tifigamples
of temporal logic formal languages are Linear Terapo
Logic (LTL), Computational Tree Logic (CTL) and Téah
CTL.

Temporal logic is a powerful tool to express sdvera
properties about systems. Examples of properigsén be
expressed (and consequently verified by model ensck
are:

» Reachability: some particular situation can be
reached;

»  Safety: something never occurs;

» Liveness: something will ultimately occur;

« Fairness: something shall
infinitely often;

(or shall not) occur

« Deadlock-freeness: the system can always evolve
to a successor state.

While a violation of a safety property can be dedby a
finite sequence of executions steps in the sysianalation
of a liveness property may be detected only bynfinite
execution of the system. Consequently, livenespepties
are harder to be verified by model checkers.

Examples of existing model checkers are Alloy, FDR,
Kronos, Maude, NuSMV, SPIN, TLC, and UPPAAL.

22 FMEA
This FMEA overview is based on [5].

Failure modes and effects analysis (FMEA) is thayais
by which each potential failure mode in a produmt (
function or process) is assessed to determinffétste The
potential failure modes are classified accordingtheir
severity [[EC 60050-191].

The failure modes and effects analysis or failuedes,
effects and criticality analysis (FMEA/FMECA) prese
performed in a timely and iterative way, is relgvanthe
decision making process. It is more effective t@rione
design or processes if implemented at an earlyestédg
soon as preliminary information is available atHigyel the
FMEA/FMECA process can be initiated and then ex@dnd
to lower levels as more detailed artefacts becoraiable.

As described in [5], the following steps are theeese of
this analysis:

1. Define the product (i.e. function or hardware) ke
analysed. This step comprises identification oérfate
functions, expected performance, product restraamd
failure definitions. Functional descriptions of theoduct
shall include all tasks to be performed for eacksion,
mission phase and operational mode. Functionalsisaan
be used as input for product definition.

2. Prepare functional and reliability block diagsashowing
the operation, interrelationships and interdepetiderof the
product items. All product interfaces shall be datkd.

3. Identify all potential failure modes for eacknit and
investigate their effect on the item and on thedpob and
operation under study.

4. Evaluate each failure mode according to the twors
potential consequences and assign a severity catego

5. Assess the probability of occurrence of eachtiiikrl
failure mode and assign a criticality category wbessible.

6. Identify failure detection methods and existing
compensating provisions for each failure mode.



7. For all critical items propose corrective orvergive
actions (such as operator actions) required toirelte the
failure or to mitigate and control the risk.

8. Document the analysis and summarize the resdishe
problems that cannot be solved by the correctivierac
Derive a list with critical items.

2.3 SNEAK CIRCUIT ANALYSIS
This SCA overview is based on [6].

Sneak Analysis is used to identify “sneak circyitsg.
unexpected paths for a flow of mass, energy, datagaal
sequence that under specific conditions can imitiatlesired
functions or inhibit other functions. Sneak cirswte not the
result of failure, but latent conditions, existinghe system.

Since system failures can occur as a result ofdlesrors
and in the absence of component failures, SCA earety
useful.

Sneak analysis is a generic term used for the taadly
techniques employed to methodically identify sneiatuits
and design concerns in a system. Sneak path anayai
sneak analysis technique that relies on the idtiiin of
paths between “targets” and “sources” and the tiskies,
which supports the design concern analysis.

The SCA is composed by preparatory tasks thatdaclu
definition of the analysis scope, gathering ofdata for the

subsequent steps, decomposing the design in “Blocks

according to the functions of the part of the systender
analysis and documenting functional inputs and uisitp
matrix.

The core sneak analysis consists of the followiegss

1. Sneak path analysis. Identification of sneakgyatneak
timings and sneak indications through: identifaatiof

targets and sources, tracing of paths between thadh,
application of “component + path” clues to the comgnts
that constitute the path;

2. Design concern analysis. Identification of sriabkls and
design concerns through application of “componelns;

3. Assessment of the consequences of sneak ciendts

design concerns up to the highest level of design

decomposition decided.

4. Documentation. Sneak circuits and design corcara
documented together with the recommendationsrtorelie
them as well as input data, interim results andlosions.

3 UML AND MODEL-CHECKING

31 METHODOLOGY DESCRIPTION

The methodology explored combined UML/SysML
modelling and model checking in an automatic marireey
the input for the model checker was generated aticatly
from the UML/SysML models. For that, it was necegsa
have a format converter tool, capable of performsngh

translation. Once the models are translated, tlaey e
verified by the model checkertigure 2 depicts the
methodology.
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Figure 2 - Automatic combination of UML/SysML and model checking
3.2 TOOL SUPPORT

The crux of this methodology is to have a tool bipaf
automatically translating the information in UMLadrams
into the input language of model checkers. HugdiRWwas
the tool found for such. It can generate inputioth SPIN
and UPPAAL.

The UML models are read in XMl (XML Metadata
Interchange) format. Hugo/RT takes the XMl filer{gmted
by the UML modelling tool), translates it to itstémal
format UTE and, subsequently, to the model checker.

Not every UML diagram can be mapped to Hugo/RT's
output. In fact, it is important to recognize tHaML
modelling and model checking are quite different
technologies and, therefore, it is not possibleatee a direct
mapping between the two and to translate evenessite
element in UML into some part of the system to digext

to model checking.

The input of a model checker comprises a systeravimir
description and a set of properties. To translatdML
model with Hugo/RT, firstly, state machine diagramay

be associated with UML classes to specify the sthi an
object can visit and to describe its reaction tooiming
events. Second, communication diagrams describett®w
objects of a system may interact [1]. The modetkirecan
then verify whether the interactions expressed by a
communication diagram can indeed be realized lst afs
state machines.

3.3 EXPERIMENTATION RESULTS

In our experiments, Hugo/RT was used to transla# U
diagrams to the SPIN model checker. Proceedingiss |
explained in the paragraphs above indeed allowetb us
validate the methodology and behaviour of the tools
However, a number of issues that lessen the abijtitigaf

the methodology in industrial projects were fouddmely:



*  Hugo/RT can take as input UML models in (the
OMG standard) XMI 1.0-1.2 format. However, it
was observed that the XMI output format is not
standard, i.e., different UML modelling tools build
the XMI export file with different layouts.

e Hugo/RT is tailored to deal with the XMI output
format generated by the ArgoUML tool and,
because of the non-standardization, it is not
capable of interpreting XMl files from other UML
modelling tools.

e ArgoUML does not correctly support
communication diagrams; making that objects
interactions must be specified directly in
Hugo/RT’s internal UTE format.

4
41 CONTEXT & MOTIVATIONS

The work shown was the result from the validatiest t
identification and definition from [prior] UML/SysM
software reference model. Emphasis was given tastnbss
or dependability test cases while avoiding oventeth
regular functional testing already produced by tiexjs
development and ISVV processes.

ROBUSTNESS TESTS DEFINITION

Finally, the focus of the work package should lzegd on
the process for identification of test cases andomoits
automation.

As such, a first approach for a methodology wasatets
combining certain elements from FMEA and SCA which
are established engineering practices in the safétyal
area (the ECSS standards) and applying them tocagy to
extract dependability test cases from UML/SysML eisd

42 METHODOLOGY DESCRIPTION

The methodology can be summarized as identifyireyyev
failure and sneak paths from a given model diagaaich
propagate failure until the limit of selected scofieis
comprised of the following steps:

Context Evaluation: Preparatory stage gathering
information from prior V&V stages like review item
discrepancies (RID) from design reviews and outfyats
FMECA analysis which should serve to identify the
optimum initial starting points i.e. model elensdiagrams
for the test case extraction process. Analysis Idhien
cover the remainder of the design model.

Ted case extraction from modd: Review the selected
model diagram applying software oriented FMEA a@@hS
techniques and also with assistance from clugglistklist)

for generic software problems as well as safetiicari
design concerns. Only when a failure mode has been
detected whose handling is not clear in the model i
translated into a test case.

Ted case definition: test cases were then specified in high-
level informal textual form and save for the testups
involving specific failures requiring fault injeoti, they
assumed a black-box type of interaction with thetesy.

Failure Propagation: whenever a problem has been found
in a model, the analysis will try to perform fadur
propagation by analysing other connected or related
UML/SysML models and presuming the failure modexgei
propagated.

43 RESULTS

The application of the methodology over a periodved
weeks and focusing only on a subset of the softwedels
resulted in sixty robustness test cases beingeadkfin

Test cases provided only partial functional coveram in
order to produce a test plan ensuring full funeti@overage
with both positive and negative verifications otlmeore
efficient methods are available and should be used.

This methodology however, did produce some
unconventional robustness test cases that to awlédge
provide good added value to the validation process.

5

51 MODEL CHECKING

The combination of UML and model checking seenizeta
very interesting mechanism for the verification WfL
models. Hugo/RT is a tool that is capable of autmally
translating UML models information into the inpahfuage

of the model checkers SPIN and UPPAAL, allowing the
establishment of a complete tool chain for the
implementation of such methodology.

ANALYSISAND CONCLUSIONS

In Hugo/RT, model information is first translatesl WTE
and then to the model checker language. In theriengats
made, the translation from UTE to Promela, the tinpu
language of the model checker SPIN, posed no prable
The central limitation of the global approach resently, in
the translation of the UML model information intorEl.
UML models are imported in XMI format, but it was
observed that each UML modelling tool builds itsnaMI
file with different layouts and, consequently HURjb/is not
capable of interpreting the XMl files from evergldn fact,
Hugo/RT has been tailored to work with the XMI gerted
from ArgoUML. ArgoUML, on the other hand, is stél
limited tool and does not allow the correct cordiom of
communication diagrams, which should be used toesgp
properties to verify of the system.

In conclusion, the approach is interesting butyebimature
for industrial use. It clearly needs some efforttiom front-
end, i.e., the connection from UML to UTE.

52 ROBUSTNESSTESTS

The quality of the results shows that the proposed
methodology approach deserves continued consolidati



The robustness test cases derived from applicafiche

method constitute an excellent complement to autama

and formal model checking.

Other merits include being easier to visualize@lidborate
on the analysis due to its reliance on graphicaltions like
UML/SysML, allowing scope and depth of analysisoy
according to needs, and also for permitting sydieat@an
of the analysis to be performed, which allows ezgjis with

aiding interpretation and collaboration,
modelling tools, automation capability, etc.

leveringpe t

Applied R&D for such an evolution comprises usingllU
Test profile (U2TP), for graphical notation of tesises
derived from the methodology above and appliechfety
critical software systems, and assessing its hksnefid
disadvantages against purely textual representadiah
management of test cases.

less system knowledge or experience to perform the

analysis. Automation capabilities: Since U2TP contains mappings to

an internationally standardized testing languagstifig and
Test Control Notation Version 3 (TTCN-3), automaést
case generation from U2TP graphical tests should be
attainable.

The method is also highly applicable with goalsepttan
the extraction of test cases, such as in earlgulasages in
an iterative way as a design improvement or vaidat

Process. Evolutions in this area comprise the following &mpIR&D

6 DIRECTIONSFOR FUTURE RESEARCH actions:

e Establishing a fully operational TTCN-3

6.1 MODEL CHECKING X ;

environment for a given SVF
Due to the significant potential of combining UMInda
model checking for the verification of UML modeisture
research in this field is expected. Most likelyiar tools to
Hugo/RT will rise in mid-term future. Even so, sigp .

taking Hugo/RT and trying to solve its current tations

e Migrating real test cases into TTCN-3 environment
and assess its capabilities

Express the same real test cases in U2TP and
assess automatic TTCN-3 test case generation

(the explained problems in the front-end) is prtpabe capabilities
most cost-effective approach and can produce gemdts

in short-term future. Overcoming such difficultiskould 7 REFERENCES
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