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IS YOUR
BUSINESS CRITICAL
INFORMATION SAFE?

BSECURE

Information Protection System

Information Protection Solution
Enterprise Digital Rights Management (EDRM) Solution

¢sSECURE is a solution centred on information leakage protection. The information
protection is applied on the information and not on the systems - data-centric -
therefore effective even when unauthorized access to documents occur. Check how
csSECURE can help you.

If you answer yes to any of the following questions, keep on reading, csSECURE deserves your attention:

Protect your information.
Minimize the risks to your business.
Empower collaboration.

- Do you think it's possible that one of - Have you ever sent an email

your workers, when moving to a
competitor or just leaving the
company, can “borrow” intellectual
property from your company?

- Do you question the security of sharing
part of your intellectual property with
third parties?

- Do you have critical business
information stored in servers outside
the physical boundaries of your
organization?

- Has it ever happened to one of your
workers to loose or have stolen a
laptop, a USB pen, a CD or even a
smart-phone with company
information?

unintentionally to the wrong recipient?

Has your company been ever attacked
by hackers? Or do you question if you
ever were as you don't know if it
would be detected?

Do your customers, suppliers or
regulatory entities demand that you
mitigate information leakage risks?

Is the cost of leaking business critical
information to the competition or the
public unknown to you?

The cost of information loss
Source IDC

<$1,000
$1,000-10,000
$10,001-50,000
>50,001-100,000

>$100,000

Don’t know /
can’t quantify
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Organizations Threats

52%

Leakage of confidential/proprietary information
24%

Unpatched vulnerabilities

18%

Insider attacks

14%

Spyware

10%

Phishing attacks
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Malicious Code
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Fraud
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Source Merril Lynch survey to
Keystroke loggers North American CISOs, July 2006

For more information

Contact us for more information on the product.
Visit csSECURE website: wwwv.cssecure.net
Contact us by e-mail: cssecure@criticalsoftware.com
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4 Admnistrator Console

Empower the productivity of your
business trusting even your most
critical information to workers,
outsourcers and partners. With
¢sSECURE you don'thave to be concerned
with any threats, because:

- The information is encrypted and
classified by default, being protected
even when stored or in transit,

- The access is controlled in the moment
the user uses the information, only who
is authorized to handle a specific

information classification, can access it,

- The use of information is controlled in the
respective application and the user can
only do the actions he is authorized to,

- The actions that can be controlled are
open, print, copy and paste, export, and
for the e-mail, reply and forward,

- If the protected information reaches,
legitimately or not, an unauthorized user,
he will not be able to access it.

Total integration in end-user applications.

Workstations:

1-Users A and B login to the system.
Authentication and authorization are performed,
and the information access policy is enforced
on the workstation.

2-User Bis able to access the document marked
but he does not have the printing privilege.

Servers

3 - User B uploads a document to a content
manager server and the document is marked
according to the level of confidentiality.
Information on the servers is encrypted.

Central Management
4 —The administrator has access to the

5 Audit Console administration console to configure the security

policies as well as the overall system.

5—The auditor has access to the audit console
to configure the events he wants to monitor and
to define the alarm triggers. An audit survey is
also performed to determine the non-
compliances and the non-compliant users.

Rely completely on the security of your
information's protection and access
control. csSECURE offers support for a
broad set of applications including
Microsoft Office Word, Excel,
PowerPoint, Qutlook, Visio and Project
for when you are at the office, e-mail in the
BlackBerry, Windows Mobile and on the
Web when you are outside, and Microsoft
SharePoint when you share information.

Cut costs in the management of
information security. Centrally manage
the information security policies through
the ¢sSECURE administration and
monitoring consoles. Disable access to
individual documents or e-mails when you
suspect information misuse or leakage,
re-enable the access after appropriate
action on the identified issue.

Benefit from the state of the artin
security technology and leverage your
Microsoft infrastructure. csSECURE
integrates with Microsoft technology
that you probably already have.
Deploying csSECURE allows to mitigate
the risk of information leakage while
delivering higher value from your existing
infrastructure.

MINIMIZE THE RISK FOR YOUR
BUSINESS, MITIGATE THE
INFORMATION LEAKAGE THREAT!



